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(54) Fingerprint detector using ridge resistance sensing array 

(57) A fingerprint detector that uses a skin resist- 
ance sensing array for producing a sample trajectory 
signal when a fingertip is moved across the sensing 
array surface. The sanple trajectory signal represents 
the electrical conductance changes in the resistance of 
ridges and valleys of the fingertip. The fingerprint detec- 
tor also includes a sampling circuit coupled to a proces- 
sor. In addition, a technique Is disclosed for detecting 
and verifying a fingerprint by moving a fingertip relative 
to the skin resistance sensing an'ay. The sample trajec- 
tory signal produced is translated into a digital signal by 
the sampling circuit The processor receives the digital 
sample trajectory signal for comparison with a known 
reference trajectory signal. The processor produces a 
verification signal if a threshold probability that the same 
fingertip generated both signals is exceeded. The refer- 
ence trajectory signal is stored in a memory integrated 
into the device, or is provided from an external storage 
device through a data interface. 
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Description 

BACKGROUND OF THE INVENTION 

1 ■ Technical Field 

The present invention relates to fingerprint detec- 
tion devices, and more particularly to electronic finger- 
print detection devices for sensing the unique surface 
topography of a fingerprint. 

2. Discussion 

Fingerprint detection devices are utilized in many 
applications requiring an extremely high probability of 
positive recognition of persons seeking access to 
secured areas, at customs and border inspections, and 
where it is essential to verify that the con-ect person is 
involved in the transaction. Other forms of identification 
have been implemented to verify the correctness of a 
specific person including photographic identification, 
signature verification, and personal identification num- 
bers (PIN). Problematically, tiie latter of these schemes 
fail to uniquely identify an individual witii tiie same level 
of assurance as an individual's fingerprints. All of the 
above-mentioned forms of identification are extremely 
susceptible to fraudulent modification. The likelihood of 
two sets of fingerprints being the same is so remote that 
law enforcement agencies use fingerprints with high 
confidence to positively identify individuals. Real time 
fingerprint detection devices have been Implemented 
for high probability identification, but many limitations 
still exist TTie associated costs currentiy make large 
scale distribution of these devices impossible. 

Currentiy, fingerprint detection devices employ 
some form of imaging system to scan tiie unique char- 
acteristics of a fingerprint which are then compared to 
those same characteristics of a known reference finger- 
print. Typically these imaging systems consist of ther- 
mal or optical sensors for translating fingerprint line 
information into digital wave forms tiiat can be analyzed 
by a microprocessor. Further, these imaging compo- 
nents require complex optics, lasers or electronic cir- 
cuits which are expensive to manufacture. Therefore the 
devices in which tiiey operate are expensive and typi- 
cally have limited portability. They also require conplex 
image processors to inrplement the fingerprint detection 
algorithms. To operate these conventional devices, the 
fingerprint is placed upon the imaging surface, and 
remains stationary while the device electronically scans 
or optically images the fingerprint line characteristic 
information. This often involves arrays as large as 256 x 
512 sensing elements making the integrated sensor 
expensive and vulnerable since it must come in contact 
witii the finger. These complex an-ays produce a large 
number of data points tiiat must be processed and ulti- 
mately stored for reference. In addition they are highly 
susceptible to dirt and oils contained v\nthin their operat- 
ing environment. Some arrays also require a compli- 



cated registration system for detecting tiie position or 
relative center of the fingerprint and establishing refer- 
ence points before scanning the fingertip and process- 
ing its characteristics against a known reference. 

5 An exemplary approach is disclosed in U.S. Pat. 
No. 4,582,985 to LOfberg entitied "Data Can-ier" which 
discloses a fingerprint verification system fabricated 
into a device approximately the size of a credit card. The 
device includes a memory used to store a previously 

10 obtained reference bit sequence. The fingerprint to be 
detected is placed upon an imaging device consisting of 
thermal or optical sensing elements for translating fin- 
gerprint line information into a digital bit sequence. The 
digital signal is tiien compared to a reference bit 

15 sequence by a microprocessor. If the comparison proc- 
ess achieves a match within a certain degree of coinci- 
dence, a positive detection signal is produced. However, 
as noted above, this approach accomplishes fingerprint 
verification by using a sensing array with a large number 

20 of sensing elements. This complex array is expensive to 
fabricate, produces large volumes of data to process, 
and is easily damaged by excessive force. It further 
requires a registration means for detecting the position 
of the stationary fingertip, thereby increasing the com- 

25 plexity of the circuitry and requiring additional data 
processing capabilities. 

Thus it would be desirable to provide a fingerprint 
detector employing a sensing array witii a small number 
of sensing elements, thereby simplifying the data 

30 processing requirements by reducing the quantity of 
data to be analyzed and lowering overall power con- 
sumption permitting battery operated devices. In addi- 
tion, it would be desirable to provide a fingerprint 
detection device which utilizes an electronic sensor 

35 allowing the electronics to be Inplemented within a sin- 
gle integrated circuit to reduce cost and eliminate exotic 
imaging technologies. These features enable manufac- 
turing a cost effective device for large scale implemen- 
tation in botii industrial and consumer applications. 

40 Furthermore, it is desirable to provide a sensor which 
produces an electronic signal with high signal-to-noise 
ratio and high dynamic range, tiiereby significantiy 
reducing tiie probability of error. 



Pursuant to the present invention, a low cost finger- 
print detector using a skin resistance sensing array is 
disclosed. The comparative simplicity of tiie sensing 
array including its supporting drcuitry. allow tiie device 
to be manufactured within a data carrier card, preferably 
the size of a credit card carried by tiie user. In addition, 
a technique is disclosed for detecting and verifying a fin- 
gerprint by moving a fingertip relative to tiie skin resist- 
ance sensing array, processing tiie related fingertip 
signal information, and producing a verification signal. 
The result is numerous improvements over existing 
devices and methods for detecting and verifying finger- 
prints. 
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In accordance \Anth the teachingG of one embodi- 
ment of this invention, a fingerprint detector is provided 
which includes a skin resistance sensing array for trans- 
lating skin resistance of a fingertip into a sample trajec- 
tory signal. The sample trajectory signal corresponds to 
conductance changes in the skin resistance which is a 
function of ridges and valleys of the fingertip, as it is 
moved across the sensing array surface. The sensing 
array includes at least one sensor positioned for con- 
tacting a fingertip and allowing relative movement 
between the fingertip and the sensor. TTie sensing an-ay 
is coupled to a sanrtpling circuit which translates the 
sample trajectory signal into a digital signal. The finger- 
print detector further includes a processor to receive the 
digital sample trajectory signal, compare it with a refer- 
ence trajectory signal and execute a verification algo- 
rithm. 

Also in accordance with the teachings of this inven- 
tion, a method is provided for detecting and verifying a 
fingerprint by moving a fingertip relative to a skin resist- 
ance sensing array. The sensing array translates the 
skin resistance of the fingertip into a sample trajectory 
signal. A sampling circuit is provided for digitizing and 
normalizing the sample trajectory signal. Next, the sam- 
ple trajectory signal is statistically correlated with a pre- 
viously stored reference trajectory signal. A verification 
signal is then produced if the threshold probability that 
the fingertip generated both the sannpte trajectory signal 
and the reference trajectory signal is exceeded. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Other objectives and advantages of the present 
invention will become apparent to those skilled in the art 
upon reading the following detailed description and 
upon reference to the drawings, in which: 

FIG. 1 is a functional schematic of the fingerprint 
detection system In accordance with the present 
invention; 

FIG. 2 is a schematic which illustrates an equivalent 
circuit of the fingerprint detection system; 
FIG. 3 is a schematic of the fingerprint detector fab- 
ricated into a data can-ier card in accordance with 
the present invention; 

FIG. 4 is a sectional view of a representative skin 
resistance sensing array taken along line 4-4 of 
FIG. 3; 

FIG. 5 illustrates a representative fingerprint and 
the artDitrary patii or trajectory taken by a fingerprint 
being moved across five sensing elements; 
FIG. 6 is a graph of five sample trajectory signals 
(A-E) produced at each sensor output over time, 
representing the conductance changes between 
fingerprint ridges and valleys, and compared with 
positions of the reference fingerprint data if their 
respective functions were matched. 
FIG. 7 illustrates the sensing an^y. sampling circuit, 
processor and memory fabricated into a single inte- 



grated circuit package with the array of conducting 
wires embedded into the top surface; and 
FIG. 8 illustrates a side view of the integrated circuit 
package of FIG. 7 with side mounted connecting 
5 wires. 

DETAILED DESCRIPTION OF THE PREFERRFf^ 
EMBODIMENT 

10 The following description of tiie prefen-ed embodi- 
ment is merely exemplary in nature and is in no way 
intended to limit the invention or its application or uses. 

TTie present invention is particularly concerned with 
a device for detecting and verifying a fingerprint using a 

15 ridge resistance sensing array along with a technique 
for moving a fingertip across the sensing array surface 
and processing the resulting electrical signal. The sim- 
plicity of the array along with the technique for swiping 
the finger aaoss the array, allow for a low cost signal 

20 processing system to be implemented and fabricated 
into a single integrated circuit package. The resulting 
low cost chip may tiien be integrated into other devices 
such as. but not limited to, credit cards, door locks, point 
of sale terminals, and computer terminal keyboards, as 

25 a means for identification or security. 

The invention is described in detail with reference to 
a fingerprint detection system integrated into a credit 
card which is intended to be illustrative of the concept, it 
will be appreciated by those skilled in the art that the 

30 present invention, as defined by the appended claims, 
has many other applications other tiian the illustrative 
embodiments. Furtiiermore, tiie invention is described 
with reference to the fingerprint detector being fabri- 
cated into a single integrated drcuit, however, it will be 

35 appreciated by those skilled in tiie art tiiat a fingerprint 
detector system assembled from discrete electronic 
components is within tiie scope of the present invention. 

Turning now to FIG. 1, a fingerprint detector 10 is 
shown by way of a functional schematic diagram. The 

40 fingerprint detector 10 includes a skin resistance sens- 
ing array 20 which furttier includes ten sensing ele- 
ments 16 forming a 2 x 5 an^y. The sensing elements 
16 are aligned as rows and columns. The rows are 
spaced at a predetermined distance, which allow a fin- 

45 gertip velocity function to be measured. Sensing array 
20 is constiucted by forming a conducting layer 22 upon 
an insulating layer 24 which may also serve as a sup- 
porting structure for tiie device. Additionally, conducting 
layer 22 and sensing elements 16 form the top surface 

50 of the skin resistance sensing array 20 across which tiie 
fingertip 12 is drawn. Conducting layer 22 also includes 
a plurality of holes 23 aligned in a 2 x 5 array. Each 
sensing element 16 is formed where a corresponding 
conducting layer hole 23 exposes an annular portion of 

55 tiie insulating layer 24 that in turn encompasses one 
conducting wire 18. These features can also be seen in 
FIG. 4. Each conducting wire 18 extends downwardly 
from the sensing element 16 surface, and into the insu- 
lating layer 24. The conducting wires 18 may extend 
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completely through the insulating layer 24 and ternni- 
nate at the input connections of multiplexer 30. In an 
alternative embodiment, conducting wires may form 
traces that extend through the insulating layer 24 which 
forms the integrated circuit (IC) packaging and connect 5 
to an integrated multiplexing circuit within the nrK)nolithic 
package. The traces may also run through the body of 
the data carrier card 50 before connecting to sampling 
circuit 56. 

As depicted in FIGS. 1 and 2 sensing an-ay 20 fur- 
ther includes components that form a resistive voltage 
divider circuit. However it will become apparent to one 
skilled in the art that this circuit is not limited to a resis- 
tive voltage divider, and other circuits suitable for meas- 
uring the resistance characteristic of skin are embodied 
within the scope of the present invention. A first resistor 
28 is connected to the positive terminal of a voltage sup- 
ply 26. The negative terminal of the voltage supply 26 is 
connected to conducting layer 22. Each of the ten con- 
ducting wires 18 is connected to an input terminal of a 
multiplexer 30, which is modeled as a short circuit 
switching device (FIG. 2) which selectively completes 
the circuit through to first resistor 28. Referring to FIG. 
2, the nujitiplexer 30 is then selectively switched by a 
processor 40 through select lines 38 in a continuous 
one through ten sequence. As can be most clearly seen 
in FIG. 4 the voltage divider circuit formed by the sens- 
ing array 20 is completed when a fingertip ridge 60 of 
fingerprint 14 forms a second variable resistor connect- 
ing conducting layer 22 with a conducting wire 18. Fin- 
gertip ridges 60 behave like variable resistors, and 
fingertip valleys 62 behave like open circuits. 

The voltage drop aaoss fingertip ridge 60 creates 
the sample trajectory signal, which represents the resis- 
tive characteristic of human skin. Each sample trajec- 
tory signal is produced by the continuous curvalinear 
trajectory formed by fingertip ridges 60 and valleys 62, 
as traced by a sensing element 16, and represents elec- 
trical conductance changes in the skin resistance of the 
fingertip 12. The resulting analog sannple trajectory sig- 
nal is sampled by analog to digital converter 34 at input 
32 which translates the analog signal into a digital bit 
stream. The output of A/D converter 34 consists of N bit 
data lines 36 coupled to processor 40 which allow trans- 
mission of the digital sample trajectory signal. Proces- 
sor 40 further includes verification output 44 for 
providing a verification signal. Processor 40 may option- 
ally include a processor input 42 for allowing data trans- 
mission through data interface 54 from an external 
storage device. Input 42 allows for an externally stored 
reference trajectory signal to be received by processor 
40 for real time comparison with the sample trajectory 
signal. Alternatively, if a data interface 54 is not pro- 
vided, processor 40 may be directly coupled to a mem- 
ory 48 through memory interface 46. Memory 48 is 
selectively programmable with the user's reference tra- 
jectory signal information. Memory 48 may be either a 
random access memory (RAM) or a read only memory 
(ROM). 



Multiplexer 30 and A/D converter 34 along with their 
supporting components form sampling circuit 56 which 
may exist as discrete components, or may alternatively 
be combined into a monolithic integrated circuit pack- 
age. Sampling circuit 56 currently exists as an industry 
standard product such as that manufactured by Maxim 
Corporation under part number MAX186AEWR In the 
prefen-ed embodiment, processor 40 is a digital signal 
processor (DSP) with the capability to perform statistical 
correlations of two or more digital signals. Processor 40 
is cuH'ently available as an industry standard DSP man- 
ufactured by Texas Instruments as part of the TMS320 
family of signal processors. 

Turning now to FIG. 3, an exemplary data canier 
card 50 is depicted along with a functional block dia- 
gram of fingerprint detector 10. Sensing array 20 is 
flushly mounted within the surface of data carrier 50. 
Conducting layer 22 is formed upon the surface of sens- 
ing array 20 along with insulating layer 24 and conduct- 
ing wires 18 flushly exposed at the surface. Conducting 
wires 18 extend from the surface of sensing array 20 
down into the body of data carrier card 50 where they 
then connect to sampling circuit 56. In the preferred 
embodiment, sensing an^ay 20, sampling circuit 56, 
processor 40, and optionally, memory 48 are integrated 
into a single integrated circuit package 70 as best illus- 
trated in FIGS. 7 and 8. In the preferred embodiment, 
conducting wires 18 conned to sampling circuit 56 inter- 
nally through IC package 70. Returning to FIG. 3, data 
carrier 50 further includes a verification transducer 52 
connected to processor 40 which may produce either a 
visible or audible signal. The data carrier card 50 shown 
in FIG. 3 also includes an optional data interface 54. 
The functional block diagram illustrates sampling circuit 
56 connected by data lines 36 to processor 40, which is 
further connected to memory 48. It should be noted that 
memory 48 and data interface 54 are optional elements. 
Data interface 54 is not required if fingerprint detector 
includes a memory 48. However, an alternative embod- 
iment of data carrier 50 may include both a memory 48 
and a data interface 54. 

Turning now to FIG. 4, a cross-sectional view of 
sensing array 20 is taken along sectional 4-4. The figure 
illustrates insulating layer 24 with conducting layer 22 
formed thereon. In this embodiment, insulating layer 24 
may take the form of, but not limited to, the body of data 
carrier card 50 or the packaging material of an inte- 
grated circuit, so long as these materials possesses the 
requisite insulating qualities. It should be particularly 
noted tiiat an annular portion of insulating layer 24 is 
exposed by conducting layer holes 23 at each sensing 
element 16 location. Conducting wires 18 are then fab- 
ricated into insulating layer 24 and extend flushly from 
each sensing element 16 surface down into insulating 
layer 24 where they connect to multiplexer 30. The fig- 
ure illustrates that each conducting wire 18 is small 
enough in diameter that a fingertip valley 62 can pass 
over a conducting wire 18 without completing the circuit 
to conducting layer 22. However, each conducting wire 
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18 must also be large enough to contact a fingertip 
ridge 60 to complete a circuit through the ridge 60 to 
conducting layer 22. 

Turning now to FIG. 5, an exemplary fingerprint 14 
of a fingertip is depicted comprising fingertip ridges 60 
and fingertip valleys 62. Also illustrated in this figure is 
an exemplary sensing array path 58 traced across a fin- 
gerprint 14 surface as fingertip 12 is drawn across the 
sensing array 20. Sensing array 20 may trace any path 
across fingerprint 1 4 so long as the path extends the full 
length of fingerprint 14 through the approximate center 
in a continuous manner. The path followed by each 
sensing element 16 along sensing array path 58 pro- 
duces a sample trajectory signal representing the 
unique topography of the individual's fingertip. 

Turning now to FIG. 6, a graph illustrates five sam- 
ple trajectory signals measured at each sensor element 
16. The graph illustrates each sample trajectory signal 
which is defined as a continuous curvalinear voltage 
function measured over time. The graph further corre- 
sponds to the exenplary sensing an-ay path 58 as 
depicted in FIG. 5. Each sample trajectory signal A 
through E on FIG. 6 directly corresponds to a sensing 
array path 58 line A through E as illustrated in FIG. 5. It 
should be noted that each peak within the sample tra- 
jectory signals A through E graphed in FIG. 6 repre- 
sents a fingertip ridge 60 as the ridge 60 completes a 
circuit through each sensing element 16. The sample 
trajectory signal is quantized into a digital signal, and 
correlated with the stored reference trajectory signal. 
The graph also illustrates five reference trajectory sig- 
nals with fingertip ridge 60 positions that match those of 
the sample trajectory signals. Comparing FIG. 5 with 
FIG. 6. it should be noted that the intersection of each 
fingerprint ridge 60 with each sensing array path 58 line 
A through E (FIG. 5) as each of the five sensing ele- 
ments 16 is drawn in the direction of the arrows across 
fingerprint 14 directly correspond to the sanrtple trajec- 
tory signal peaks graphed over time as illustrated in 
FIG. 6. 

Referring now to FIG. 7. a complete fingerprint 
detector 10 is disclosed as fabricated into a single inte- 
grated circuit package 70. The chip is preferably small 
enough to further allow integration into a data carrier 
card 50. The primary dimension of concern is the thick- 
ness of the chip packaging. A variety of monolithic inte- 
grated circuits are available in this standard C2 Package 
- 44 Contact Hermetic Ceramic Chip Carrier available 
from TRW Inc. The standard package illustrated can be 
manufactured to a minimum thickness of 1 .62 mm, how- 
ever, future advances in manufacturing technology will 
likely allow this dimension to be reduced. FIG. 7 is a top 
view of integrated circuit package 70 which is typically 
manufactured from ceramic, epoxy resin, or a similar 
material which is suitable as an insulating layer 24. Con- 
ducting layer 22 is formed on the top surface of insulat- 
ing layer 24, which then becomes part of IC package 70. 
Conducting layer holes 23 are formed at each predeter- 
mined sensing element 16 location to expose a con- 



ducting wire 18 as well as an annular section of 
insulating layer 24 that surrounds each conducting wire 
18. The figure further indicates the importance of each 
conducting layer hole 23 centered around its respective 

5 conducting wire 18 which creates an insulating region 
formed by the exposed insulating layer 24 between the 
conducting layer 22 and the conducting wire 18. Each 
conducting wire 18 is exposed at the surface of inte- 
grated circuit package 70 and extends down through the 

10 packaging to connect with sampling circuit 56. In addi- 
tion, FIG. 7 illustrates integrated circuit package 70 and 
a block diagram of the functions contained within the 
monolithic circuit. The low complexity of sensing array 
20 is the primary feature which allows fingerprint detec- 

75 tor 10 to be fabricated into a single monolithic chip. 

FIG. 8 is a side view of integrated circuit package 
70. It can also be seen from this illustration that con- 
ducting layer 22 is formed upon insulating layer 24 
which further serves as the primary packaging material. 

20 The figure illustrates the positioning of connection pins 
80 along the sides of IC package 70 which allow con- 
nection between the chip and external circuitry It should 
be particularly noted that side mounted connection pins 
80 further allow integrated circuit package 70 to main- 

25 tain a low profile. 

The method for detecting and verifying a fingerprint 
according to the teachings of this invention will now be 
descrbed. An algorithm provides the decision as to 
whether the user's fingerprint data matches the stored 

30 reference data. The technique includes providing a fin- 
gerprint detector 10 with an exposed skin resistance 
sensing anBy 20 which allows the fingerprint 14 of fin- 
gertip 1 2 to be drawn in contact across sensing array 20 
in a continuous manner. Immediately upon sensing con- 

35 tact of the fingertip 12 with the sensing an'ay 20. the cir- 
cuitry within the fingerprint detector 10 is automatically 
activated. It will be appreciated by one skilled in the art 
that automatic activation may be achieved by sensing 
surface pressure or electrical current through the 

40 device. The sensing array path 58 in which sensing 
array 20 is traced across the surface of fingerprint 14 is 
not dependent upon the alignment or rate in which fin- 
gerprint 14 is drawn across the sensing array 20. The 
only requirement for producing an acceptable sample 

45 trajectory signal is that fingerprint 14 must be drawn 
aaoss sensing array 20 from end to end through the rel- 
ative center of the fingerprint in a smooth continuous 
motion. The continuous motion of fingerprint 14 across 
sensing array 20 produces a continuous sample trajec- 

50 tory signal, as illustrated in FIG. 6. The resulting signal 
is typically of high signal-to-noise ratio and also covers 
a broad dynamic range. Bo^ of these signal character- 
istics significantly reduce the probability of error con- 
tained within the statistical correlation algorithm. The 

55 analog sample trajectory signal is then quantized into a 
digital bit stream by A/D converter 34 (FIG. 1) that can 
be statistically correlated with a stored reference trajec- 
tory signal that Is a record of the individual's fingertip 
ridges and valleys by a digital signal processor 40 (FIG. 
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6). Monolithic digital signal processors that perform the 
necessary statistical congelation algorithm are currently 
available as standard off the shelf devices. The flexible 
architecture allows the reference trajectory signal to be 
stored in a memory 48. preferably a read only memory 
(ROM). Alternatively, the reference trajectory signal may 
be retrieved from an external storage device through 
data interface 54 before being processed. 

The algorithm is flexible in that it allows the two sig- 
nals to be compared in real time by the processor 40, or 
the digital bit stream representing the sanple trajectory 
signal can be completely stored in a memory 48 and 
processed off-line by the processor 40. The algorithm 
executed by the processor seeks to maintain a mini- 
mum position hypothesis en-or between the sample tra- 
jectory signal and the reference trajectory signal. A 
statistical carelation is performed over all hypothetical 
degrees of freedom relative to the last stored reference 
trajectory signal value while the sample trajectory signal 
is obtained which establishes an aggregate en^or. The 
algorithm continues processing sample trajectory signal 
data against the stored reference data as long as the 
correlation algorithm can maintain a continuously low 
aggregate error. If the aggregate en-or calculated by the 
correlation algorithm exceeds a predetermined thresh- 
old error level, the processor 40 will terminate the detec- 
tion algorithm, and provide a negative verification 
signal. If however, the statistical correlation algorithm 
can maintain a continuously low aggregate error level 
from beginning to end of the sanple trajectory signal, 
the processor 40 will produce a positive verification sig- 
nal indicating that the same fingertip produced both the 
sample trajectory signal and the reference trajectory 
signal. 

The method of detection and verification further 
comprises a technique for normalizing the sample tra- 
jectory signal. It will be apparent to one skilled in the art 
that normalizing the sample trajectory signal reduces 
the complexity of the device by providing a continuously 
optimized number of sampled data points. The normali- 
zation technique is achieved by standardizing the opti- 
mal number of data points required, and providing an 
initial sampling rate. Upon detecting a sample trajectory 
signal, the processing algorrtiim calculates the sample 
trajectory signal frequency. It will be apparent to one 
skilled in the art that the sampling rate must be cor- 
rected by the processing algorithm in direct proportion 
to tiie sample trajectory signal frequency. Therefore, an 
increase in fingertip velocity across tiie sensing array 20 
will cause a proportional inaease in the sampling rate. 
Likewise, a decrease in fingertip velocity will cause a 
proportional decrease in the sampling rate. The normal- 
ization process further simplifies the disclosed invention 
by constantiy providing an optimized number of data 
points, and further providing a fingerprint detection and 
verification metiiod that becomes independent of the 
fingertip velocity. The reduced number of sampled data 
points facilitates implementation of a lower cost 
processing circuit, as well as a smaller amount of 



required memory and power to drive the circuit. The 
preferred embodiment of tiie present invention is not 
dependent upon a memory 48 for storing the reference 
trajectory signal. Storage of the reference trajectory sig- 

5 nal witiiin tiie data carrier card 50 is an optional feature. 
Another embodiment of tiie current invention is a 
method by which tiie reference ti'ajectory signal is pro- 
vided to the processor 40 tiirough a data interlace 54. 
This emtxxiiment allows the reference signal used by 

10 tiie correlation algorithm to be stored by the verifying 
agency, ratiier than storing the reference signal witiiin 
tiie data carrier card 50. This feature serves to eliminate 
the element of fraud caused by a user carrying a coun- 
terfeit data canier card 50. This feature would be espe- 

75 cially useful to institutions such as, but not limited to, 
banks, health care facilities, and government agencies, 
that require the identification of a limited but known 
group of individuals. Where identification for security 
purposes allows a lower probability of absolute identif i- 

20 cation, data can-ier card 50 may embody a credit card 
issued by a bank with tiie owner*s reference trajectory 
signal pre-programmed witiiin the memory 48. A credit 
card of this type could be presented by the owner when 
purchasing goods at retail establishments as a means 

25 for con'eclly identifying the card holder by verifying tiie 
fingerprint information at the point of sale terminal as a 
condition of tiie sale. The use of a data carrier card 50 
which requires the user to verify their fingerprint prior to 
completing a sales transaction will significantiy lower 

30 the occurrence of credit card fraud. 

The unique features of tiie present invention allow a 
low cost fingerprint detector 10 to be implemented into 
a single integrated circuit package 70 which has a small 
overall size and low profile, further enabling the finger- 

35 print detector 1 0 to be fabricated into a data carrier card 
50, or other suitable device. These packages will be 
resistant to the harsh environments that human interfac- 
ing will produce. The unique skin resistance sensing 
an^ay 20 has several advantages over existing technol- 

40 ogy which requires tiiermal or optical fingerprint detec- 
tion schemes. The sensor produces an electronic 
waveform that may be processed by a relatively simple 
algoritiim implemented using existing technology based 
upon tiie probability that any two fingerprints producing 

45 tiie same electronic signal is de minimis. Previously dis- 
closed methods do not involve the technique of moving 
or swiping the fingertip relative to a sensing array, 
tiiereby producing a continuous electronic trajectory 
signal representing tiie fingerprint topography Previ- 

50 ously disclosed approaches furtiier fail to provide a low 
cost sensing array for sensing electrical conductance 
changes of tiie varying resistance of ridges and valleys 
of a fingertip and translating this resistance characteris- 
tic of skin into an electrical signal. 

55 Although tiie invention has been described with 
particular reference to certain preferred embodiments 
tiiereof, variations and modifications can be effected 
witiiin tiie spirit and scope of tiie following clain^. 
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Claims 

1 . A fingerprint detector comprising: 

sensing aray means for translating a skin 
resistance of a fingertip into a sample trajectory 
signal, said sample trajectory signal represent- 
ing electrical conductance changes in the skin 
resistance of the fingertip, said sensing array 
means including at least one sensor positioned 
for contacting the fingertip and allowing relative 
movement between the fingertip and the sen- 
sor, said sensor producing said sample trajec- 
tory signal corresponding to the skin resistance 
of ridges and valleys as the fingertip and the 
sensing an^ay means are moved relative to one 
another; 

sampling means, coupled to said sensing array 
means, for quantizing said sample trajectory 
signal; and 

processing means, coupled to said sampling 
means, for comparing said sample trajectory 
signal with a reference trajectory signal and 
producing a verification signal related to a 
probability that the fingertip generated both the 
sample trajectory signal and the reference tra- 
jectory signal. 

2. The detector of Claim 1 wherein the sensing array 
means connprises: 

an insulating layer having a first side and a sec- 
ond side; 

a conducting layer formed on said first side of 
said insulating layer having an outer surface 
opposed to said first side, said conducting layer 
having a plurality of holes therein tor exposing 
said insulating layer; 

an array of conducting wires extending through 
said holes and being generally flush with the 
top surface of said conducting layer; and 
means for coupling said array of conducting 
wires to said sampling means. 

3. The detector of Claim 2 wherein said sensing an-ay 
means forms a voltage divider when a fingerprint 
ridge completes a circuit by simultaneously contact- 
ing said conducting layer and a conducting wire 
within said array of conducting wires. 

4. The detector of Claim 1 wherein said sensing array 
means, said sampling means, and said processing 
means are fabricated within a single integrated cir- 
cuit package. 

5. The detector of Claim 2 wherein said array of con- 
ducting wires is emt>edded Into an insulating layer 
of a single integrated circuit pad^age. 



6. The detector of Claim 2 wherein said array of con- 
ducting wires forms an n x m an-ay, with said proc- 
essor measuring a velocity function over a known 
distance when a fingertip and the sensing array 

5 means are moved relative to one another. 

7. TTie detector of Claim 1 which further comprises 
memory means for storing said reference trajectory 
signal. 

10 

8. The detector of Claim 2 wherein said conducting 
wire is small enough In diameter for forming an 
open cirojit when a fingertip valley is passed over 
said conducting wire. 

75 

9. The detector of Claim 2 wherein said sampling 
means comprises: 

a multiplexer for selectively sequencing 
20 through a plurality of said conducting wires; 

and 

an analog to digital converter for generating a 
digital bit stream representing said sample tra- 
jectory signal. 

25 

10. The detector of Claim 1 wherein said sensing array 
means is located on a data carrier card at a location 
to permit a finger to be swiped across said sensing 
array means to produce said sample trajectory sig- 

30 nal. 

11. The detecta of Claim 1 wherein said fingerprint 
detector furtiier comprises means for being acti- 
vated automatically upon sensing relative contact 

35 between a finger and said sensing array means. 

12. The detector of Claim 1 wherein said fingerprint 
detector further comprises means for interfacing 
with an external storage device. 

40 

1 3. A fingerprint detector comprising: 

(a) a skin resistance sensing array for translat- 
ing a skin resistance of ridges and valleys of a 

45 fingertip into a sample trajectory signal as tiie 

fingertip and the skin resistance sensing array 
are moved relative to one another, said sample 
trajectory signal representing electrical con- 
ductance changes in the skin resistance of the 

50 fingertip, said skin resistance sensing array 

including: 

(i) an insulating layer having a first side and 
a second side; 

55 (ii) a conducting layer formed on said first 

side of said insulating layer having a top 
surface opposed to said first side, said 
conducting layer having a plurality of holes 
for exposing said insulating layer; 
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(iii) an array of conducting wires extending 
from said second side of said insulating 
layer and through said holes, each con- 
ducting wire being centered within each 
said hole; and said array of conducting 5 
wires being f lushly aligned with the top sur- 
face of said conducting layer; 



swiping the fingertip across the array of con- 
ducting wires; 

normalizing the sample trajectory signal: 
comparing the normalized sample trajectory 
signal with the stored reference trajectory sig- 
nal; and 

producing a verification signal. 



(b) a multiplexer coupled to said skin resistance 
sensing array for selectively switching between 10 
each conducting wire of said skin resistance 
sensing array; 

(c) an analog to digital converter coupled to 
said multiplexer for generating a digital bit 
stream representing said sample trajectory sig- 75 
nal; and 

(d) a processor coupled to said analog to digital 
converter for comparing said sample trajectory 
signal with a reference trajectory signal and 
producing a verification signal related to a 20 
probability that the fingertip generated both the 
sample trajectory signal and the reference tra- 
jectory signal. 

14. The device of Claim 13 wherein said processor is 25 
coupled to a storage device, said storage device 
storing at least one reference trajectory signal. 



20. TTie method of Claim 19 wherein said normalizing 
step is can'ied out by: 

standardizing an optimal number of data points 
to be sampled during one sanple trajectory 
signal period; 

providing an initial sampling rate; 
measuring a sample trajectory signal fre- 
quency; 

correcting said sampling rate by a constant 
multiplier directly related to said sample trajec- 
tory signal frequency; and 
continuously adjusting said sampling rate to 
acquire said corrected sampling rate, whereby 
the normalization serves to standardize for 
fluctuations between fingertip swiping velocity 
rates. 



1 5. The device of Claim 1 4 wherein said storage device 

is a random access memory (RAM). so 

1 6. The device of Claim 1 4 wherein said storage device 
is a read only memory (ROM). 

17. A method for detecting and verifying a fingerprint, 35 
said method connprising the steps of: 



moving a fingertip relative to a skin resistance 
sensing array, said skin resistance sensing 
array translating skin resistance of a fingertip 40 
into a sample trajectory signal; 
correlating said sample trajectory signal with a 
reference trajectory signal; and 
producing a verification signal related to the 
probability that the fingertip generated both the 45 
sample trajectory signal and the reference tra- 
jectory signal. 



18. The method of Claim 17 which further comprises 
the step of: so 

quantizing the sample trajectory signal into a 
digital bit stream. 

19. The method of Claim 17 which further conrprises: 55 

mounting an array of conducting wires in a sur- 
face of a data carrier card; 
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